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KopnopaTuBHble noaxoabl K KubepbesonacHocTn
He NoaxoAAT AN NPOMbILWIEHHbIX MHOPACTPYKTYP

HepoctaTkn « KOPpNOPaATUBHbLIX» pelueHUn TpaguunoHHOe pewieHune npoﬁnemm
Bbicokoe noTpeGneHme pecypcos HacTtpouTtb cpeacTBa 3awWwmThl 414 NPeAOTBPaLLEHNSA
3au_|,|/|u_|,aemo171 CUCTeMbl MOXeT HeratTuBHoro BO3p,eVICTBMH Ha 3allULl,aeMyHo

NPUBECTN K €€ OTKazy NPOMbILW/IEHHYIO CUCTEMY:

@ MpoakTUBHbIE TEXHOMOMNM 3aLLUThI PyuHas yCTaHOBKa
yacTto owmnbatoTcs (NoBbiwaeTcs .
BEPOATHOCTb JIOXHOro cpabaTbiBaHMs) Co3sfaHue crnmcKa UCKoYEHUN

OTKAoYEeHME 3aWUTHBbIX KOMNOHEHT aHTuBupycHoro MO
@ KopnopatueHble IDS He noHumaioT

NMpPpOMbILLITIEHHbIE MPOTOKOJbI
CNULWKOM CNOXKHO YNpaBaAThb

OcTtaBnaeT bpeLwn B cucteme 6€30nacHoOCTU

KICS — koMnnekcHoe pelleHne obecneymBaroLlee 3amuTy NPOMBbILLIIEHHBIX CUCTEM:

« ObecneunBaloLLee NepenoBoe Ka4eCcTBO 3aLMUTbl MPOMbILLIIEHHBIX KOMIMbIOTEPOB U CETH
 He ponyckatowee NoxHbix cpabaTtbiBaHWI 1 BPeAOHOCHOMO BO3AENCTBUSA Ha 3aLLMLLAEMYIO NMPOMBILLIIEHHYO CUCTEMY

3awwmTa ACY Tl 1 NnpOMbILLIEHHbIX CeTeln NOANKDOM (]




KICS for Nodes: npombilwineHHas cneundpuKa

[Moyemy HyXHO ncnonb3osatb KICS
BMECTO KOPMNOPATUBHOIO aHTMBMpYCa AnA 3awmutbl ACY TIM?

YMeHbleHOo noTpebneHne pecypcos
— 512 MB OnepaTtusHoi namatn ana Windows XP SP2 / XP Embedded

Industrial Endpoint
Protection YctaHoBKa / ObHoBNeHWe / YaaneHue 6e3 nepesarpysku

BO3MOXKHOCTb pa6OTbI B NOJIHOCTbIO H€6I'IOKMpyI'OIJ.I,EM pexume

BO3MOHOCTb OOHapYXKeHUA yrpo3 HyNeBOro AHA

(B TOM uncne B He6NOKMpPYIOLLEM PEXKMME)
KICS for Nodes — KOHTpOoAb 3anycKa NpUIoKeHU N’

— AHanuns noros
— MOHUTOPUHT pannoBbIX OnNepaLmi

3awmTa ACY Tl 1 NpOMbILLNEHHbIX CETEN NoAmMEoOM



KICS for Nodes

Cepeep
Historian Cepsep
KoHTponb 3anycka nporpamm LWnwo3 e S‘;’_‘QPA

AHTUBMPYC

KoHTponb nogknioyaemsix USB yctponcts

Industrial Endpoint
Protection

lNpoBepka uenocTHoCTM charnnos/nanok

[NMpoBepka uenoctHocTu npoekrtoB MNJIK

@
—
KICS for
Nodes

3awmTa ot wudppoBaHua

AHanus noroe OC

KonTtpone Wi-Fi ceteit

=

A r/ S \\. \#
BcTpoeHHble X /.' MHxxeHepHas
CUCTEMbI M cTaHuma
CtaHuusa
ynpasneHus
cUcCTEMON
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Kaspersky Security Center

———  YMNPABNEHWE CAUCTEMOW

* LlexTtpanuaoeaxHan cucrema cbopa fNaHHbIX

* LUeHTpanuaosaHHoe passepTeiBadune MO

* OBHapy#eHWe ya3BMMOCTEN W yNpaeneHue obHOBNEHUAMM
* PacluvpeHHble BO3MOXHOCTW YyNPaBneHns KMeHTaMmu

MHTErPALMA C SIEM

» ArcSight, Splunk, QRadar
» Syslog cepeep

YNPABNEHME NONUTUKAMMW

* LleHTpanu3oBaHHoe ynpaeneHue
nonuTUkorR BesonacHoCTK

* ¥YnaneHHoe NnaHWupoBaHue W
BeINONHEHWe 3anaq

MHTEMPALIUA C HMI

Kaspersk
Segurityy WMHTErPALKWA NAHENW MES

OTYETHOCTbL U YBEOOMNEHWA
C e nte r = CocToaHre BesonacHocTH

+ Peructpauwsa cobbiTri [OCTaBASETCS Ha

+ OTYeTHOCThE e
+ Yeenomnexdua no SMS/Email ;D; ::g:“”bm GIEC NS Lo

3awmTa ACY Tl 1 NpOMbILLNEHHbIX CETEN NoAmMEoOM




KICS for Networks

IT“;l ) e ¢ s

kaspersky - — [.—J h [—] [_] [_] ’._] [_l
i i i .
=) Endpoint AN Asset and Vulnerability Management — nnseHtapv3saums aktvsos
Protection 1 0bHapyeHue ya3BMMOCTEN NPOoMbiLNeHHoro ob6opyaoBaHua
Operator Server
DP| Deep Packet Inspection — koHTponb napamerpos Tex. npouecca
Network B peasibHOM BpeMeH#
MSe(f‘;JrI"[yg NIC Network Integrity Control — koHTponb LenocTHocTv ceTu
onitorin
Switch » @[:TTT IDS Intrusion Detection System — cucrema o6Hapy»keHUA KOMMbIOTEPHbIX aTaK
SPAN / TAP CcC Command Control — uxcnekuua komaHa, nepegasaembix
MO MPOMbILLEHHbIM MPOTOKOAAM
IED EXT External Systems — nonyueHve cobbiTiit U3 BHELLIHUX UCTOYHUKOB
I BHELUHME UCTOYHMKUN + KOPPENsauUmnsa cobbiTui
Field device + YnpasneHue MHUMAEeHTaMun + NHTerpauma c third-party cuctremamm

(IEC 104, OPC, CEF, Syslog, API)

3awmTa ACY T 1 NPOMBbILLEHHbIX ceTel noAmm<<omM
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OCHOBHbI€ CLUeHapuu Kaspersky |
ﬁ Industrial CyberSecurity
NCMNOJZIb30OBaAHWNA for Networks

3awmTa ACY T 1 NPOMBbILLEHHbIX ceTel noAm<omM



MITRE ATT&CK for ICS

Initial Access

Compromise

Data Historian

Change Program State

Persistence

Ewvasion

Discovery

Lateral Movement

Collection

Command and Control

Inhibit Response Function

Impair Process Control

]

TEXHWKM aTaKyHOLMX, KOTOPbIE MOTYT BbITb
obHapyeHbl KICS for Networks

3awmTa ACY TM 1 NpOMbILLNEHHbIX CETEN

Control Devil Activate Fi U t
Hooking Exploitation for Evasion n m E\_"ce Default Credentials Automated Collection Commonly Used Port Lashipasl e e Brute Force I/O Damage to Property
Identification Mode
Drive-by Ci i Ci d-Li Exploitation of Remot Data fi Inf ti
e e ommanc-Line Module Firmware | Indicator Removal on Host|  1/0 Module Discovery Ml |0n_ Emate afrom n orma on Connection Proxy Alarm Suppression Change Program State Denial of Control
Interface Services Repositories
Engineering . .
Netwerk Connection Standard Applicaticn Layer
Workstation Execution through API |  Program D load Masgu ding . External Remote Services Detect Operating Mode oL 92 Block Command M Masquerading Denial of View
_ Enumeration Protocol
Compromise
B PL_IbhF_FaEmg Graphical User Project File Infection Rogue Master Device Netwaork Service Scanning [Fre 2 Or_ganlzatlon Detect Program State Block Reporting Message Modify Control Logic Loss of Availability
Application Interface Units
External Remote . . . 3 . . . .
- Man in the Middle System Firmware Roaotkit Network Sniffing Remote File Copy 1/0 Image Block Serial COM Modify Parameter Loss of Control
rvices
Tzmes A_CCESSIHE proste Or.ganlzatlon Valid Accounts Spoof Reporting Message | Remote System Discovery Valid Accounts Location Identification Data Destruction Module Firmware s airmEilEn T
Device Units Revenue
Replication Th h Utilize/Ch o] ti Serial Col ti
eplication rnu.g Project File Infection e L e erie nne_c ‘on Monitor Process State Denial of Service Program Download Loss of Safety
Removable Media Mode Enumeraticn
5 hishi
L Scripting Point & Tag Identification Device Restart/Shutdown Rogue Master Device Loss of View
Attachment
Supply Chain " . . - -
) User Execution Program Upload Manipulate I/O Image Service Stop Manipulation of Control
Compromise
Wireless Compromise Role Identification Modify Alarm Settings Spoof Reporting g pulation of View
Screen Capture Modify Control Logic Unauthorized Command Theft of Dper.atlona\
Message Information
Program Download

Rootkit

System Firmware

Utilize/Change Operating
Mode

https://collaborate.mitre.org/attackics/index.php/Main Page

NOANKOM ()




KICS for Networks: CueHapuu Mcnonb3oBaHUA

VchoHCTBa l-__g' NOBARMTE HOROE YETRORCT R 2= HacTpouTh TadnMLy D CHHORMTE AATO ﬂ: COmpaCtLDgix

=

h latimaua Hapta cetn Al 1k [ Kpmmimecime cofumia
Kaspersky AHWA - 3 H
Industrial CyberSecurity O A0 sonegpee 16092019 15,5155
Hma L5 s A AnRECHIR MHGO IMILNE HaTeromus s 16.08.2019 15:53:29
Paapai...
m Compactl cagix fa:54:33:54:1b:35; 192.168.134.12; 192.16.. [1NK
Anpeca
. Pazpai.. ) )
m Controllogix Borldiocicdi57i35; 192,168,134, 11 [RUES Cerepoi MHIepdeie 1
P MAC au 14,5433 541,35
[ FTSERVER BQ:OCI20:97:35:8F; 192,168,134, 20 Cupuep ' L35
AnpEC 162 16813417
lexpaap. v
B Hacker ' AG:ATTA 3@ 0AG; 192 . 168.134.1 Pabouad o 182.168.134.16
KoHTpOnE CaTh Paapeiii..
B VICTIMFC 8@:Ac 2960188177 192,168.134,22 Cepeep NapameTper
Pazpaw .. - He
ABTOMaTVI‘-IeCKOE B Allen-Bradley Con... BErECF9126: 7 58; 192, 168,134, 21 Pafionan © '
6 Paapew PazpewsarHoe
[ (o) HBpY)KEHMe o [@ Asset D07 BOI50156:660: 601 7F; 102,168,134, 3 Daryres Rockwell Sutomation
Hepa3peLleHHbIX YCTPOUCTB . e e
[F Asser DDA " R@:Ac:29:F3:31:3d; 192.168.134.39 Noyroe 1769-124ER-CH18/A LOGIHS321ER
Praape... HameHnT
MHBeHTapM3aL'|Mﬂ CETVI B EvILFC ¢ 8@:fc: 20:bR:bo:AG; 192.168.134.38 Cepeep
(I_I K, CepBe pa, HOYT6YKM, I_U_I I'(, . Pazpaw.. X MNpucBonT cTaTyc HepalpowenHoe
m Asset D10 Berhe:bhras:fhrad; 192,168.134.5 Moyros
CeTteBoe obopyaoBaHue 1 np.)
N Pazpaw ; Mpseaamnts cTatye Hewenonbiyemoe
@ Asset 01l fa:5a:133:14:20:42; 192,168,134, 08 Duryroe
Paapw .. MoKazaTh COBRITHA
B FTCLIENT BAAC PO IR TALAR; 1B 1A.99.5 Cophep
Paapetin... YOANMTL yCTPOHCTED
B Cperatar-2 L B@ECI 271513134 Patouaa o as e |

3awmTa ACY TM 1 MPOMBbILLINEHHBIX ceTeit NOAMNMKDOM ()




KICS for Networks: CueHapuu Mcnonb3oBaHUA

O6HapyMeHo Hepa3lpelleHHOe CeTeBoe

CobbiTia %r Hacrpowietafmegy. (OB Dfnoancrme rabiiu [ O6HapyMEHO HOBOE YCTPOHCTED © agpecom 10.
021 s3aumopencTeme (NTP)
HpemaiocEne Basispie
O 40.4 Toic. -
Hiomwon Cofh M e, I DM HWC DS CC EXT AM AanaTh NECHON ¥
16526
' 24800
Nacn. |5 X JaroagRaK Baws T Ompa.. W Oonys - T Mpeog.. T Taxso. TX Hoaoe
L. DP.A0ED L3 W L YA g TLAL | HLE L L L A [T A A L T e— - Homoe
WM — Koeempanh yeTpeii
R " MIC NIC KOHTPQAE LIERDCTHOCTH CETH
21.8%.2028 13:. ® [onyimssa oean Whopm s ob yoTpoRcTD [} 16.8. 2.5 18.8.2.25,. 5MB nooope. AM 21092020 13.42.00.6258
4 S0 13S0 ST A4S
21.69,2028 13:. & Ohbrapry ki HOBOS YOI POHCTH0 T AUpHL oM [ 1] ARP 171 21032020 1350:37.419
1
FLBA.2020 13:- e DEsapyHesO HOBOS wOTRORCTRS O BAPEIom 1] ARP AM
Ti SPAN_resarve 34
21.09.7078 13:. EMl:nem' yCTpoRcToamM C (P=afpecasmn 10.5.1 [ £} 185165 .. 18.5 165.. P EXT
PAN
21.89.2020 13:a E Memay yeTpoRaTEaMM C IP-aapecamin 10.5.1 [ 1] 185,165 . 18,5, 165.a e
BbiaBneHMe Hepa3peLlleHHbIX 4000002601
21.89.2020 13:. = Dhuwibine (PARSING ERRCR: UNKNOWN C ] 18.5,185,.. 10.5.168... [ECH
w w 2
: CHCTEMHDE
e CeTeBblX B3ammoaencrsnm
A1.03. 2028 13:. * DuiuOks (PARSING ERFRCHR, UNENOWHN C n 185,165 18,5.165.. [ECH
11.89.2078 13:_ » Ouyutivs (PARSING ERRCR: UNKNOWN © a 18.5.165.. 18.5.165.. IECH MHBeHTapM3a LI|Mﬂ “n KOHTPOJ'”D jeaTason
LLeNNIOCTHOCTM CeTH henetil/ P/ UDP / NTP
21.89.2028 13:. # O¥iuapymeso HecnoTraTcTane (LUNEXPTCTEDR [ 1] 192.168. 1. 18.5. 165 ... ircd
21.89.2020 13:.  [+]B TpadwEe OGHAPYMEHS NPHIHAKM AKTHEHO o 9.8, 2:18 18.8.%2.5 ] el TAPanHTE Nk
10.5115.163
21,89 7028 13:.  |+|33pMHCHMPOBAHE] MHEOMECTERHHE NOMLITHA . 4 EXT Hopoe B ebpaGaTHE OpataraHo
3
21.80.2028 13:. # [lonyiea HOBAER MHGOPMaLIF OO YOTRORCTE [1] 18:8.2.10., 14.8,2.5:. SMB L] SMCNOPTUPOEATH CORRITHE
Hosoe B obpatoTie Obpabota
21 .B9. 20200 13:_ # DFHarymE=D HORCS PETHOWCTRC & A0MET0, [+ ] ARP AM JArPYIHTE TPAGHK LR COGLITHR
BNCNOPTHPOBATE cOBuTHE
IT AG TATA 13 T=T N th bt L o Rl B M P TRA HH RS NETRITH m 197 TRR R 197 1TRRE & =] Y [ T — ————

3awmTa ACY TI 1 NPOMbILLNEHHbIX ceTel nMoAmM<oMm




KICS for Networks: CueHapuu Mcnonb3oBaHUA

CobbiTua [3 3wcnopr 23 HacTpouTh TaGinuuy P OtHonnerne TABMMUE B CpaboTano npaBWno M3 Habopa awp
([cucTemHbIA Habop npasvn)

KpsTeseckMe

O 404 Tbic.

40 npoOTOKONOB)

21.69.2628 13:. o DGHaApYMEHO M

D 4 [ DPI MNIC IDS ©CC EXT AM 3anaTe OepHOD v 21092020 002136
15524
'_||:_|I lF vx AaroncacH t_lnw-cu--: T 7 O PARWTE Ak ? :'-|.-l1.J-|.1|>-l1|. ? |-|||._-I-.--|- 1] V T--x-ll_:.‘l-. ?’x Haaoe
21.089.2020 13:_ [-| B padwuke obH 1 ] 16.6.2.18 10.8.2.5 P EXT T D8 (D5 - OOHapyMeHHe BTOPMEHMR
Trojan-Ransom Wanna TCP Spreading
21.09.2020 13:. |+ CIP-agpeca. . \ 16.8.2.18 18.8.2.5 IP ExXT
21.09.2020 1542 08.740
21.89.2028 13:. + Cpatorano 1] 18.8.2.18:48455 10.8.2.5:445 TCP DS
2109.2020 13:42:08.740
21.09.2020 13:_ = [Monyiesa wosa (i ] 10.8.2.18:52644
3 BbisBneHue ceteBblX 1
21.09.2620 13:. e Ofuapymexo H (1] e KOMMNbIOTEPHDbIX aTaK —
“AN_reserve
21.09.2020 13:—- ¢ Monyuesawosa. @ 10.0.2.5:138 AHanNn3 KOMaHzA NO NMPOMbILW/IEHHbIM TEEET5
npoTokonam (noaaeprknsaerca bonee e
21.09.2020 13:. = OfHapyseron. [ e
[ 1]
(1]

21.09.26020 13:. +| Mempy ycTpo# 16.5.165.28 18.5.165.32 P EXT

3awmTa ACY TI 1 NPOMbILLNEHHbIX ceTel nMoAmM<oMm




KICS for Networks: CueHapuu Mcnonb3oBaHUA

Events

O

2820-82-1@
2028-82-18
2020-82-1@
2828-82-18
20828-82-18

2@28-82-18

16:

16:

[ Export

31:
31z

31:

8.09 K

New events

a7.
a7.
2k 5
a7,

a7

25 Customize table

-938

751

742

284

651

425

D Update able

U A (1]
# STOP PLC command detected
s TRANSFER PROJECT FROM PLC command detected
» [I5T PLC MEMORY BLOCKS command detected

* Mismatch detected (INCORRECT PASSWORD)

Assets with IP addresses 192.168.0.230 and 192.168.0.2 .

Assets with IP addresses 192.168.0.230 and 192.168.0.2 .

3awmTa ACY Tl 1 NpOMbILLNEHHbIX CETEN

OPf MIC D5 CC EXT RM

B STOP PLC command detected

Critical

}020-02-10 16:31-16.938

Last 24 hoursv

X Clear filter 1D

Severity ¥ Source ¥ Destinati.. ¥ Protoco ;
!
1] 192.168.8.25.  192.168.8.2:.  Siemens Les '
"
192.168.8.23_ 192.168.8.2: . Siemens e

8233
MNew

e CC {Command Controll

2020-02-10 16:31:16.938

1

moointl

4

BbifaBNeHMe Hepa3peLlueHHbIX
e KOMaHA K KOHTpoAnepam

AHaNN3 KOMaHA NO NPOMbILL/IEHHbBIM
NPOTOKoNam (noaaep»KmBaerca
6onee 40 NPOTOKONOB)

002602

gtem

£ 150 TSAP /150 BOY3 / Siemens S comm

noAmMKOM




KICS for Networks: CueHapun ncnonb3oBaHus

B HapyweHwWe npaBuna KOHTPONA NpoLecca:

lpotnem He chHapysero 1B cyr 25:28:45

Mpasuno

; KpMTeeck ue
Mmr Tara 12 IHa4EHHNE HlasHTid i
Yorpoficreo |[EC_60870-5-104_2 Asdu_1_object_103 1 225 i
/cTpoiicTeo_|EC_G0B70-5-104_2 Asdu_1_object_104 o 233 1 OnucaHne
Yorpohcreo_|EC_G60B70-5-104_2 Asdu_1_object_105 (4] 223 :
YorpohcTeo_|EC_GOBFO-5-104 2 A=du_1_obpect_106 1 254 :
Yorponcreo |EC_G0B70-5-104_2Asdu_1_obpect 107 1 224 :
Yorpohcreo |EC_60870-5-104_2 Asdu_1_obpect_108 1 221 3
Yoerponcreo |EC_60870-5-104_2 Asdu_1_object 109 1 44 :
Yerpohcreo _|EC_60870-5-104_2 Asdu_1 object_110 (4] 47 .
Yerpohcreo_|EC_60870-5-104_2 Asdu_1_object_1100 56.4 21 BblﬂBneHMe AeCprKTMBHbe AeﬁCTBMﬁ
Yerpolctao_|EC_G0B70-5-104_2 Asdu_1_object_1101 LE.64 114 5 ® no M3M€HEHM|’O napaMETPOB Tex npouecca

L]
YerpoicTao_|EC_60B70-5-104_2 Asdu_1_object_1102 -1 24856 199 o
AHanNun3 3Ha4YeHumn napameTpoB TEros
YorpoicTeo_|EC_60B70-5-104_ 2 Asdu_1_object 1103 -1 24856 200
no nNpomblWNEHHBIM MPOTOKOJ/IaM

Yorpofcreo |EC_G60B70-5-104_ 2 Asdu_l_object 1104 5.2886 156
Yorpohcreo_|EC_GOB7F0-5-104_2 Asdu_1_object_1105 6 3324 198 :
YorpohcTteo_|EC_G0B70-5-104_2 Asdu_1_object_1106 65,2676 197 :

: HoBoe B obpaboTue O6paboTaHo
Ycrpofcreo |EC_G0B70-5-104_2 A=du_l1_obpect 1107 49.9 182 '

3awmTa ACY TI 1 NPOMbILLNEHHbIX ceTel nMoAmM<oMm



KICS for Networks: CueHapuu ncnonb3oBaHUA

Events (3 Bxport 25 Customizetable @D Update table & Signs of Network Scan detected
Warning
New events ] U & 1] DFi  MIC DS CC EXT AM Last24 hoursv * Clear filter 3 297

New

LastseeniF ¥ Titie Severity ¥ Source ¥ Destinati. 7 Protoco
Loy EXT EXT (External)

2026-82-18 15:27:85.154 # Rule from the network_scan set (system setof rules) was r... 192.168.8.25_  192.168.8.2:1 TCP Triggered rule  Group incidents that show signs of network

scanning

seen 2020-02-10 16:25:15.296

282@-82-1@ 16:27:09.878 + Rule from the network_scan set [system set of rules) was ir... I 192.168.8.25_ 192.168.8.2:.. uDp

1

2e2@-@2-18 15:25:15.296 [=] Signs of Network Scan detected (4}
it type 8000000001
28298-82-18 15:25:15.296 - E| Traffic from IP address 192.168.0.250 showed signs o... £ 152.168.8.258 192.168.8.6 P rigir System
2820-82-18 16:25:33.36@ 5----'_—_JTrafﬁcfrnm IP address 192.168.0.250 showed sign.. ry 192.168.0.258 192.168.8.6 P a5
Description
yrdir
2828-82-1@ 16:25:33.368 --» Rule from the network_scan set [system set of nu._ K 6 o
2828-82-18 15:25:33.268 --» Rule from the network_scan set [system set of rnu. 6 [ quinT T b ‘
7
Koppensauma cBa3zaHHbIX MexKay cobow
2828-982-18 16:25:15.296 - Rule from the network_scan set {system set of ru... v} v nbe 153
cobbiTnin B rpynnosom MHUMAOEHT : i

2@28-82-18 15:25:15.296 ~-# Rule from the network_scan set (system set of ru._
2828-982-18 16:25:14.985 ~[+| Traffic from IP address 192 168.0.250 showed signs o._. B 192.168.8.258 192.168.8.21 IP
2820-82-18 15:25:13.79@ ""Trafﬁcfrum IP address 192 168.0.250 showed signs o._. y 192.168.8.258 192.168.8.11 IP
2820-82-18 16:25:13.782 --[+] Traffic from IP address 192 168.0.250 showed signs o_. & 192.168.8.258 192.168,8.17 IP

3awmTa ACY TI 1 NPOMbILLNEHHbIX ceTel nMoAmM<oMm




Y10 Bbl BUAUTE KOTAAQ B MPOMbILLUIEHHOMW CETM BCE B NOpPAAKe

MNop aTakou Koraa Bce B NOpPAAKE

Faorax Lot ar
8 - oem IZI
: .
e I = =
A S A o0 e .
R e % .
o oty s St e e s .
e i .
S -
Events Events
N .
N N
Ll LN et [N o |- B SRR IO TG O
[ | [

Networks map Networks map
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Hannune ceptndpmukaumm c noctaswmkamm ACY Tr1

Kasparshy

» ICONICS Ctertecurty
=

Pripssus y Rretfe p L

Make the Invisible Visible™

SIEMENS , PecypcChl
Schneider yP

0 E | ECEFiIC HeTopuM vonexa CepTHFEATS COBMECTAMOCTH Difaop peweHka

FaipATHE ELZONaTHX 0330 TERE ST SOBASCT AMA WOHPHA. K SEHA D MOty 5.'|:|:;TD!'\:':':'!1 (e gyl o =t Eapwe sy FOREATTOSET C
Ho ey MM L LU ER IV ETEE TR I"l:l'l'_ll_-pllel'\_'-_"d S IR R AR BRI e L e DR AM

VI AT AR TR TRGTR, 5 TAB s AN T TR 1 BT ETH A PRk

eilafnar e Baenssne an s CUwsRinacT aaiies ek 1 i il dnid TR R Tl BT PO 0T A TR T A0 i v |.|!':|-.-|..

YO KO GAWA FECULLTEN A2 =330 S5 08 5 i3 ETHE T OS0rasT FRGHIDCAN Tor A SOTA ST L FOBana B0 THUMTE 00 POLUED ke, RORKIETLS SO aleces ©
4 VISSTB AN W STl AT ot [ 6 0, TR RT3 00 = L BT UHDOE R TR e Ol 100 e A | DB 0 20 T
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