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ABTOMAaTU3MpPOBAHHAaA NaaTdopma
N1 Pa3BUTMUA HAaBbIKOB B 061aCTH
KnbepbesonacHoCTH:

3¢ PEKTUBHBIN TPEHUHT ANA COTPYAHUKOB
N YOOOHbIM MHCTPYMEHT ANA PyKOBOAUTENEN

NOANKOM (&




YenoBevecknin pakTop — rnaBHas NpUYMHa
KNbepuHUMAEHTOB

90%™* BCcex
KnbepuHunaeHToB
0O DbACHAIOTCA
yenoBevYeCcKon ownbKou

cnonb3oBaTb HEBHUMATENbHOCTb, HE3HAHNE UMK
HeOPEXXHOCTb NMonbL3oBaTenen NpoLle u gellesne,
4yeM nbiTaTbCcs 000MTU NpoaBUHYTOE 3aLwmnTHoe 10

* Mo pe3synbTaTam aHaM3a OTYETOB 06 yTeUKax AaHHbIX,
npeaocTaBneHHbIX 6pUTaHCKOMY YNpasaeHMo Komuccapa no nHpopmauum (1CO)
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O KoHuenummn opmmnpoBaHMA N PA3BUTUA KYAbTYpPbI
MHPOPMaLMOHHOM Be30nacHOCTU rpaxaaH PO

YTBEPX/EHA
pacriopsaxceHuem [lpasumesnbcmea
NPABUTENIbCTBO Poccutickol ®edepayuu

POCCUMCKON  om 22 dexabps 2022 2. N 4088-p

YrBepKaeHa KoHuenuma GopmupoBaHnUA U Pa3BUTUA KYNbTypbl
MHdopMmaUuMOHHON 6e30nacHOCTU rpaXKaaH PP

OxnagaembiMmm pesynbraTamm peanmsaumnm KoHuenumm sBastoTca, B YaCTHOCTU:
* NOBbILWEHWNE YPOBHA rPaMOTHOCTM HaceNeHMa No Bonpocam MHPOPMaLMOHHON 6e3onacHoCTU

* COKpalleHne GMHAHCOBOro, MOPaIbHO-NCUXONOTMUYECKOro U penyTaLunoHHOrO yuepba rpaskgaH oT NpecTyneHni
C ucnonb3oBaHnem UT-TexHONOTrMM

* MOBbILWEHME YPOBHA A0BEPUA K UMPPOBbLIM CEPBMCAM U Aa/ibHelWana UndpoBM3aLmsa SKOHOMUKN rocyaapcTsea
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CoOTpyAHUKN — camoe yA3BMMOE 3BEHO
B KOpNopaTUBHOU KnbepbesonacHOCTH

KOMMaHWM cYnTaltoT, COTPYAHWNKOB XpaHAT COTPYAHUKOB NPU3HALOT, OpraHM3auum He MMeoT NpaBuUa
YTO COTPYAHUKN — KOHdUAGHUMANbHbIE AaHHbIe 4TO COOOLWALOT KoINEraM WA NONUTUK 6e30MacHOCTM

3T0 camas 6onbluas yrposa Ha NepcoHa/bHbIX YCTPOMCTBAX y4YeTHble JaHHble CBOEro XPaHEHUA KOPNOPATUBHbIX
KnbepbesonacHocTn* (B TOM uncne puHaHcoBytO pabouero komnbloTepa** OAHHbIX**

nHdopmaumio u np.)**

* Mo daHHbIM uccriedosaHusi The Cost of a Data Breach («Ywepb om ymeuku OaHHbIX»), nposedeHHo20 «Jlabopamopuel Kacrniepckoeo» eecHol 2018 e.
** Sorting Out Digital Clutter In Business («Hagodum rmopsidok 8 yughposom rnpocmpaHcmeey), «Jlabopamopusi Kacrnepckozo», 2019 a.
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EcTb v yaydweHus B nocnegHee spemsa’?

KOMMNaHWUI1, pa3peLuatowmx COTPYAHMKOB Moay4anu COTPYAHMKOB MPU3HAIOT,
COTPYAHMKaM UCNO/b30BaTb BPeAOHOCHbIE MUCbMa YTO CMOTPAT KOHTEHT

AnA paboTbl IMYHbIE YCTPOKCTBA, Ha Temy COVID-19 ANA B3POC/bIX Ha YCTPOMCTBAX,

He UMeIoT NONUTUK TAKOTO KOTOpble UCMOb3YIOT ANA PaboThbl
MCNONb30BaHMA

How COVID-19 changed the way people work

(Kak COVID-19 noenusan Ha paboyee npocmpaHcmeo),
«Jlabopamopusi Kacnepckoeo», anpens 2020 a.,

o daHHbIM orpoca 6017 pecrioHOeHmMos

8 Benukobpumanuu, CLUA, Aecmpanuu, @paHyuu,
Wmanuu, VcnaHuu, NepmaHuu, Llseyuu, Poccuu,

KOMMNaHui obecneymnsatoT COTPYAHUNKOB COTPYAHWKOB He y4acTBOBaNun Mexkcuke, bpasunuu u Konym6uu
COTPYAHMKOB aHTUBUPYCOM ucnonb3syoT VPN B TPEHMHrax No MHGOPMaLMOHHOM

ANA INYHBIX YCTPOMUCTB, 6e30macHOCTM ¢ Tex nop,

ncnosb3yembix B pabore KaK nepewunn Ha yaaneHHyo paboty
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[NpocToil OHNaMH-UHCTPYMEHT, KOTOPbI MOMOMXET BalUM
COTPYAHMKaM OBMlafieTh HaBbIKaMK Kn6ep6e30nacHOCTU

®

= Kaspersky Automated Security Awareness Platform co3aaHa
cneumanuctamm “Jlabopatopumn Kacnepckoro® anis 3alurhbi
BalLero 6usHeca
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Kaspersky
Automated Security
Awareness Platform

YnobcTBO 06YyYEeHUS [TpocToe ynpaBAeHue

YyebHble
MmaTepuanbi

PacnucaHue

AsBTOMaTM3aumA

MoTtusauua
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YBeJOM/IEHUA — 3NEMEHT BHYTPEHHUX KOMMYHMUKaLU NI

ExxeHepnenbHble
HaNnOMWHAHUA

Your weeKly report on program “The Basics of Cybersecurty”

0

Greetings, Molly!

This email contains your weekly report on the training

Estimated completion date. 17.01.2020

o Delay

In arder 10 study at a comfortable pace and to complete
the program on time, we recommend studying regularly,
completing incomplete lessons, and proceeding to the
et units without waiting for an invitation email

Below are the recommendations for the modules of the program.

Introduction: Baginnar
Email: Beginner

© Expact the email notification about the availability of
the tast within a few days and immediately take it

As so0n as you catch up, try to keep up with the planned module completion dates
and kesp studying at the scheduled pace

Go to training

AOMUHUCTPATOPCKMe
oTYyeThl

Status: training report on the program The Basics of Cybersecurity.

Helio, NFR Account!

This email contains a regular report on Status employees’ iraining in the
program The Basics of C: . It includes key , @ link to
the full training report. and a ink to recommendations for further work
with different employee groups. depending on their cumrent training

results.
Key indicators:
Frograss Recommand:
Ahead of 2
schedule
Going well 1 Thank them. See Recommendations.
Behind 7 Provide additional mogvation to continue training. See
schedule Recommendstions.
Significantly
behind ]
schedule
—— Perhaps you ned to take advantage of additonal
g 3 organizational measures to engape your employees in
training See Recommendations
total 1
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Nofoo NOMEN0ETE HE MREThopsy
Haspershy Automated Security Awareness Platform’

S i T o0 ST ERTHRSLY W STy OSSR MEETE WS RARLOSHOR
WGCHOCTH.

NS i a e OSSR S T e SRR T CETHITIR LA

Mapafaams MO COwMME MU0 ¥ 3aSSDUMTS DarHoTRaLsR0.

LT i i MOERTR MR 4 DT eI, ST
Spaymar hifpefopn osap nuiverifoBhed et 1 0o BEE00 RET e TER2 S
CCaive SaATRHTa e T ol

ErocooSiie CPORUDOEDST SETILATTHEE0 MosmmyBoTE HE STEeualTE ke mar
B Bl e i OO, DR Tl ©Hae
TSGR MO

CeptnduKaTsl

kaspersky

Certificate

Le présent certificat d'achévement du module
«E-mail : Débutant» confirme que

Bonaparte Napoleon

& la suite de sa formation réussie au
programme sLes principes fondamentaux de la
cybersécurités, est capable de mettre en
application des techniques permettant d'utiliser
les messageries électronigues personnelles et
professionnelles en toute sécurité, notamment
en créant des mots de passe complexes eten
contrant efficacement la fraude sur Internet.

26/08/2019

principes de base de la cybersécurité
52f/k-asap.eu

NAOAMKOM




KaK MOXHO MCNOAb30BaTb CUMY/IMPOBAHHbIE aTaKn?

* OnpeaennTb UCXOAHbIN YPOBEHb
YSI3BUMOCTU COTPYAHUKOB

* PelwnTb, HY*KHbI I KOMMNAHUK Oby4atoLme
KypCbl 415 COTPYAHMKOB, M1 06OCHOBATb

peleHne nepes pyKkoBoaCcTBOM

* OueHUTb 3PpPEeKTUBHOCTb 0OYyYEHMS
(cumynmnpoBaHHaA aTaka Ao 1 nocne)

* [loBbICUTb 6,£I,MTeI'I bHOCTb COTPYAHUKOB,
NMOKA3aB, YTO OMACHOCTb MOXET ObITb pPAOOM

Kaspersky Automated Security Awareness Platform

<alert@paybill.email >

Angpeti CumpHoe <alert@paybill.email >
Re: cyet Ha onnaty

ﬂ If there are problems with how this message is displayed, click here to view it in a web browser.

[o6pelid AeHb, Anna Kareninal

MpoLLy NpoLLEHUs 3a 3a1EPXKY C OTBETOM Ha BallE NUCLMO. CHET Ha OnnaTy, 0 KOTOPOM
Mbl C BaMW FOBOPUII, NOATOTOBNEH. YTOGbI CKayaTb 3MEKTPOHHYI BEPCUIO CHeTa,
nepenauTe, NoxanyicTa, no cobinke:

Cuer 409883

I'I(»Kanyﬁma, ,ElEi”ITE 3HaTb, ECIH Y BaC BO3HWKHYT KaKME-TO BOMNPOCHI.

25.08.2020 B 16-44:05 nonb3soBatens elena-mg+anna@ya.ru nucan(a):

3npascteynTe, AHapen!
Kak Mbl ¢ Bamn oBcyunu, BeILLTUTE, NOXanyicTa, cHeT K 3akasy 409883.

C yBaxeHvnem,
Anna Karenina
elena-mg+anna@ya.ru

Anna Karenina hrtps:lulr-'rnayb“ |.Ema|-|l-"l[]rGCE'55.l'rE u;'lr
P demo-eyjjb2rlijoirmfrzv9szxbsesisimxvy?2
szsibinj1in0

Click or tap to follow link.

LLlabAoH «OTBET Ha HecyLecTBytoLLee NMMCbMO»

NOAMNMKOM ()




MoAay/bHbIN KOHTEHT

3akpenneHve 3HaHuI

Sutipect: Progepriy 48cxing your passwor 44 18 one of the most impirtar parts of informaton securi ty.

Tex ussri{company name).com

NHTepaKTUBHbIE 3aHATUA TecTbl

ull Vodacom & 10:32 -
WHAT COULD HAPPEN IF MY PASSWORD IS TOO Sl
EASY OR IF | FORGET IT?
B your pessword isn't complex enough, i is easy in crack it Onee scammens can acoess. your work or personal
resources, they can camy oul all sorts of acts on your behalfl. 15 9a 2

"Gl e iy dvusall Gl sas

e @il Sllgas g sata) Wgye dalS iyl sayma ys
paiad g o JEYI Ule ple Baal deasius @ eliSly eyl
So3lsl cazlall el Lo I3 e <alasiiul

O 25 6yore Al s Gle umis
ViMmTaumsa GuMHIOBbIX aTak

G ool e puladunall Guaisel]
silgll

33

A <>
sare padBl el ST Und ezl ¥
¥ sl asidl Gilus coyuyl
13005 Jiad ¥ 549 13 (doasiiwl Hello John!
S g (s a3 g (AS pi) You have registered a new account with Dropbox. If this was you,
e sziall B asas Olas i) change your temporary password to a permanent one by following the
ol link:
Reset your password
. If you don't want to change your password, or if this request was made
— by someone else, immediately go to the Security Center and cancel the

action: scammers could be acting on your behalf.

Please do not forward this message to anyone, otherwise your account
security could be put at risk. In our help center, you will find detailed
security information.

Use with ease!
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Yuutecb B ntoboe ynobHoe Bpems!

£] Can | tell my passwords to other X +
[ C & httpsy//app.k-asap.eu/player/LO-Password-1-17back=/library/unit/Password-1 o Q w ® Oo@ O & < 6
8) svetianaxstazhnmova -

WHY DON'T PEOPLE KEEP THEIR PASSWORDS

WHY DON'T PEOPLE KEEP THEIR PASSWORDS SECRET?

‘a

Oftentimes pecple underestimate the importance of ingly reveal thelr passwords to their friends and

keeping their passwords secret. They often tell f rite them down on notes and post them fo the

themseives, “Well, $0 what if SOMeone Gains access 1o monitor. save them in browsers 1o make signing in easier

my Facebook page? There's nothing on there anyway.

What harm could come to me?” All of that makes it easier for scammers 1o access their
personal acCOUNts, and it Not s hamMIess as it might
seem at first
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Cyero Ha4yatb?

" ABTOMaTH4eECKOoe
3arpysuTb Paspgenntb nonb3osareneu 3anyctutb 6
nHdopmaumio no npodunnio pUCKOB, obyuarowmn Z:paaelli:::e:czqeﬂuem
O Nonb3oBaTenAx YCTAaHOBMTbD LiesiIeBble YPOBHMU Kypc yu.|,¢ i ASAP
nnatpopmom

Amo eOuHcmeeHHbIlU amarn, Bce ynpasneHue obyyeHuem

HaG Komopom 8aM HYHHO ocywecmernidemcs I'Iflamd)OpMOlj

camocmoamesnbHo 060ymMbiBameo asmomamu4ecku

u npuHUMame peweHus

Kaspersky ASAP nosHoCTbO aBTOMATU3UPYET

Automated Security
Awareness Platform  NPouecc ynpasneHua obyuyeHnem

NOAMNMKOM ()



Kaspersky
Automated Security
Awareness Platform

kaspersky :

Monpobyite [
6 e C n n a T H o Platform :

B TedeHue 2 mecaues!

NOMNPOBOBATE >

www.k-asap.com/ru

ByabTe B Kypce U He TepanTte bamutenbHocTn!




bnaropapto 3a BHUMaHue!

PykoBoguMTeNb HanpasaeHna peweHni
lkaspersky «JTabopatopun Kacnepckoro»
Mwunxaunn Ycadés

Platinum
Partner

Ten: +7(812) 325 84 00
Mmob6: +7 911 929 60 04

e-mail: Mikhail.Usachev@polikom.ru
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